Abstract-Targeting at the incessant securities problems of digital information management system in modern medical system, this paper presents the robust watermarking algorithm for medical images based on Arnold transformation and DCT. The algorithm first deploys the scrambling technology to encrypt the watermark information and then combines it with the visual feature vector of the image to generate a binary logic series through the hash function. The sequence as taken as keys and stored in the third party to obtain ownership of the original image. Having no need for artificial selection of a region of interest, no capacity constraint, no participation of the original medical image, such kind of watermark extracting solves security and speed problems in the watermark embedding and extracting. The simulation results also show that the algorithm is simple in operation and excellent in robustness and invisibility. In a word, it is more practical compared with other algorithms.
I. INTRODUCTION
At present, medical images account for 70% ~ 80% of the total medical information in hospitals and digital information management system is playing an increasingly important role in the modern medical system. However, with the popularization and application of the Internet, there emerge more and more information security problems.
When we transmit the diagnosis medical images through Internet, the patients' personal information recorded on the medical images is subject to counterfeiting, tampering, or disordering. This problem can be well solved through medical image digital watermarking [1] [2] [3] , namely embedding the personal information into medical images as a digital watermark.
Currently, the researches in field of medical image watermarking mainly revolve around two aspects, spatial domain and transform domain. Common transform domains include Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT), and Discrete Wavelet Transform (DWT), etc. They all embed watermark through changing certain pixel gray level or some of the coefficient values of the transform domain. Being small in calculation and compatible with international data compression standard (JPEG, MPEG), the DCT is now the hotspot in research field of frequency domain digital watermarking algorithm [4] [5] .
In view of the special requirements for the protection of medical image focal zones, general literature often choose to embed watermark information into the Region of Non-Interest, (RONI) of the image. The Region of Interest (ROI) of medical images refers to the focal zones of major pathological features or clinic information and the embedding of watermark into the ROI may result in misdiagnosis. However, the identifying of ROI often requires much time and energy and a mistake in this process can negatively affect the doctor's diagnosis [6] [7] .
The geometric attack is so far a major problem to be solved in the research field of digital watermarking for medical image. There is still no study about fighting against conventional attacks and geometric attacks effectively. While in actual application, the medical digital watermark image often suffers from both kind of attacks simultaneously.
In addition, the study of medical images needs to tackle the problem of disclosing and changing of patients' information or privacy in the process of watermark extracting. In light of the above problem, we may conduct some pretreatment, namely encryption, as secondary protection to enhance the security of the watermark information protection [8] [9] . This paper presents a robust watermarking algorithm for medical image based on Arnold scrambling transform and DCT. Firstly, it deploys the scrambling transform technology to encrypt the watermark signal as pretreatment and then conducts DCT transform on the whole image. In the process of DCT coefficient transform, it extracts a visual feature vector of the medical image that resists geometric attacks and then combines it with the pretreated watermark information to form a binary logic series through the HASH function. The obtained sequence will be regarded as the key; in the process of extracting, a feature vector of the image is obtained through DCT transform on the whole image. Then use the key and the above mentioned feature vector to extract the scrambled watermark. Finally, according to the cycle and number of iterations of scrambling transform, the watermark will be restored through Arnold scrambling transform, thus getting watermark of the image waiting for testing. Such kind of watermark signal boasts cryptography security. Meanwhile, the embedded watermark is zero watermark in real sense and will not the quality of medical image, thus effectively solving the problems in embedding and extracting of medical image watermark. This method has no need for artificial selection of ROI, no capacity restriction, nor participation of original medical images in the watermark extraction process. It can successfully address both geometric attacks and conventional attacks in the medical image application, thus further protecting the privacy of patient information. In a word, this method is easier and more practical.
II. RELATED WORK
The proposed algorithm mainly employs the scrambling technology to provide secondary encryption to protect the watermark information and enhance the privacy of watermark formation. Besides, it uses the phase characteristics of the image to reconcile the invisibility and robustness of watermark
A. Scrambling Transform Technology
In view of the use of the medical image, information such as patients' serial number of, patient number, name, doctor's name, diagnostic reports, or some other meaningful information is embedded into the image. Taking into account the privacy of patient information, which may be disclosed or tampered once the watermark is extracted, we need to further improve the concealment of watermark information.
The scrambling transform technology is commonly deployed in the preprocessing stage of the watermark as a means of encryption. A meaningful watermark image will become meaningless after scrambling transformation. Not knowing the scrambling algorithm or the key, the attacker cannot restore the watermark even after successful extraction of water mark. Thus, the digital image is further secured by secondary encryption. In addition, after scrambling transformation, the incidence relation between the positions of the pixel of the image will be evenly distributed in the carrier image space. In this way, we can improve the robustness of the algorithm. The twodimensional Arnold transform can be defined as follows:
where in, x and y are the coordinates of the pixel point in the original space; '
x and ' y are the coordinates of the pixel point after scrambled by iteration; N is the size of the rectangular image, also known as order.
From the above formula, we can obtain the corresponding inverse transform formula (in the case of k+1):
This inverse transform formula can be used to restore the original image after corresponding number of iterations. The Arnold transform is cyclical. That is to say, it can retrieve the original image at the certain of iteration. Therefore, without the knowledge of its cycle and number of iteration, we will not be able to recover the image. During scrambling transformation, the key and the number of iteration can be turned into the private key. At the same time, the number of iteration in scrambling transformation depends upon the effect of scrambling and recovery required by different images [10] [11] .
B. Selecting Major Visual Feature Vectors
At present, the main reason for low resistibility of most medical image watermarking algorithm against geometric attacks lies in the following fact: in the process of embedding the digital watermark into pixels or transform coefficients, the slight geometric transformation of the medical image can result in great change in pixel values or transform coefficient values. Therefore, the embedded watermark would become vulnerable to attacks. If we can identify visual feature vectors reflecting the geometric characteristics of the image, the visual feature value of the image will not be seriously affected in the case of slight geometric transformation of the image. The study of Hayes showed that the phase is more important than the amplitude in terms of the image feature. After studying of plenty of the full graphic DCT data (low-IF), we found that when we conduct common geometric transformation on a medical image, the value of the lowfrequency coefficient may be changed to s certain degree but the sign of the coefficient remains basically unchanged. Table 1 shows the experiment data used. The first column in the table shows the type of attacked medical image and the 3rd column to 11th column show 9 low-IF coefficients from FD (1, 1)-FD (3, 3) in the DCT coefficient matrix. In the case of conventional attacks, the values of FD (1, 1)-FD (3, 3) remain almost the same with the original medical image; in terms of geometric attacks, some coefficients are changed greatly. However, we can see that the values of some of the DCT low-IF change but their basic symbols have not changed. Assume the positive DCT coefficient is "1" (including coefficient value of zero) and the negative coefficient is "0", then the coefficient symbol sequence of FD(1, 1)-FD (3, 3) in the DCT coefficient matrix of the original medical image can showed as "100001010" ( Please refer to column 12 of Table 1 ). The observation of column 12 reveals that the coefficient symbol sequence of the attacked image, both conventional attacks or geometric attacks, remain surprisingly similar to that of the original medical image. The normalized correlation coefficients of the attacked image and the original image are great (see column 13 of Table 1 
where ( , ) Key i j is generated by the visual image feature vector () Vj and the watermark ( , ) W i j with the hash function, which is commonly used in cryptography. Save ( , ) Key i j for the watermark extraction later. Apply to the third party with ( , ) Key i j as the key to obtain ownership of the original image. In this way, we can achieve the purpose of protecting medical images.
B. Watermark Extraction Algorithm
(1) Obtain the visual feature vector '( ) Vj of the medical image waiting for testing.
Assume the medical image to be tested as '( , )
F i j ; the DTC coefficient matrix after the full graphic DCT transformation, '( , )
FD i j . According to the above mentioned method of extracting feature vectors, we can obtain the visual feature vector '( ) Vj of the medical image to be tested;
(2) Extract watermark '( , ) BW i j from the image to be tested.
With the ( , ) Key i j obtained through embedding and the visual feature vector '( )
Vj of the image to be tested, we can make use of the Hash nature to extract the watermark '( , ) BW i j of image to be tested.
(3) According to the cycle and iteration number of scrambling, we can use the Arnold scrambling inverse transformation to restore the extracted watermark '( , ) BW i j and obtain the watermark '( , ) W i j of the image to be tested.
C. Watermark Detection Algorithm
(1) The normalized cross-correlation is used to judge the presence of the watermark. The higher the value of NC, the more similar between the extracted watermark with pretreatment '( , ) W i j and the original watermark ( , )
(2) Evaluate the quality of medical image embedded with watermark by calculating the peak signal-to-noise ratio (PSNR). 
IV. EXPERIMENTAL RESULTS
In this part, the paper conduct experimental simulation on the watermarking algorithm proposed in the Matlab2010a platform [13] . Medical head X-ray plate of 128×128 is used as the host image and image with watermark of 32 × 32 as the binary image. Parameter values in the experiment are as follows: the key of Arnold scrambling algorithm key is the number of iterations 10 n  ; scrambling cycle, 24 T  . The watermark scrambling process is shown in Figure 1 . Embed the scrambled watermark into the medical images. In order to exam whether we can recover the exactly original watermark with the watermark extraction algorithm, this paper first embeds watermark into the medical image and then extracts watermark in the case of no attack, just as shown in Figure 2 . As can be seen from Figure 2 , the extracted watermark of the medical image embedded with watermark is exactly the same with the original watermark in the case of no attack. After calculation, we can get that NC = 1. Moreover, the calculation of the value of PSNR shows that the embedding of watermark does not affect the quality of the medical image, having no visibility.
To further examine the robustness of the proposed algorithm, the author conducted experiments of various attacks, conventional and geometric, on the embedded watermark medical image.
Use the imnoise ( ) function to add Gaussian noise [11] into the watermarked image. Figure 3 (a) is the watermarked image in the case that the intensity of Gaussian noise is 3%. The image is already visually vague. After calculation, we can obtain: PSNR = 7.90dB. Figure 3 (b) is the extracted watermark. After calculation on NC value, we can know: NC = 0.81, indicating that it is very similar to the original watermark. Table 2 shows the test data when the watermark is disturbed by Gaussian interference. As can be seen from the experimental data, when the intensity of Gaussian noise is up to 25%, the PSNR of watermarked image drops to 0.12dB. The correlation coefficient of watermark in this case is: NC=0.58, indicative of the existence of watermark. These shows that the proposed algorithm enables the embedded watermark maintain high robustness even in the case of Gaussian noise interference. (2) JPEG compression attack Adopt image compression quality percentage as a parameter to conduct JPEG compression on watermarked image; Figure 4 (a) shows image with image compression quality of 8%. From the image, we can see blocking effect; Figure 4 (b) shows the extracted watermark, NC = 0. 93. We can see that it is very similar to the original watermark. Table 3 shows the experimental data of the watermarked image disturbed by JPEG. In the case that the compression quality is poor, for example compression quality of 4%, we can still detect the presence of the watermark, NC = 0.83, indicating that it is very similar to the original watermark. Therefore, the proposed algorithm boasts excellent robustness even in the case of being disturbed by JPEG compression. Table 4 shows the watermarked image's resistance against median filtering. As can been seen from the table, the watermark can be detected in the case that median filtering parameter is [7x7] and the number of repetition is 20, NC = 0.69, indicating that it is very similar to the original watermark. It is evident that the proposed algorithm brags excellent robustness even when the watermarked image is disturbed by the attack of median filtering. (4) Scaling attack Figure 6 (a) is, when the scaling factor is 0.5 when the watermark; Figure 6 (b) for the extracted watermark can be calculated, NC=1.00 is very similar to the original watermark. Table 5 shows the data of scaling experiment on watermark. From the table, we can see that, when the zoom factor is 0.2, the correlation coefficient NC = 0.87, indicative of watermark. The method of applying template into DFT adopted by Pereira can only resist scaling with factor more than 0.65. The experiment shows that the proposed algorithm brags excellent robustness even in the case of scaling attack. Figure 7 (a) is a horizontal image of 6%, to the left, then PSNR = 11.27dB, the signal-to-noise ratio is very low; Figure 7 Table 6 lists watermarked medical images' values of PSNR and NC in the case of various translation distances. From the table, we can see that in the case of vertical movement of 10%, the NC value is still greater than 0.5, indicating that it is very similar to the original watermark. From such information, we can know that seen that the proposed algorithm brags excellent robustness even in the case of translation transformation.
(6) Shear transformation Figure 8 (a) show image sheared by 20% in Y-axis direction. The watermark image has been cut off by onefifth; Figure 8 (b) is the extracted watermark. We can calculate that NC = 0.88, indicating that it is very similar to the original watermark. 
V. CONCLUTION
The above experiment shows that the proposed algorithm is simple in operation and strong in resisting conventional attacks and geometric attacks. In addition, the embedding of watermark with the proposed algorithm wills not the quality of medical images. Such a method can produce zero-watermark.
The robust watermark algorithm for medical image proposed by this paper is based on Arnold scrambling transform and DCT. Compared with other algorithms, the proposed algorithm selects the meaningful binary image as the watermark signal. This algorithm can enhance the security of watermark information through secondary encryption, simplify calculation, improve precision and compatibility, as well as boost resistance against geometric attacks and conventional attacks. Besides, as it does not require artificial selection of ROI, it can speed up embedding. Moreover, as the watermark embedded is the zero-watermark, it does not affect the quality of the original medical image, thus boasting high practical value in health care. The use of third-party concept adapts to today's practical and standardized network. Last but not least, the algorithm applies not only to the medical image but also to other fields. To sum up, compared with other algorithms [6] [7] , the proposed algorithm is more practical.
